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Abstract. This paper proposes a new encryption method for the encryption of medical images. The method is used to 

divide the image into several blocks and then scramble the image blocks using DNA chains and then shift the pixels 

in a circle with certain rules. To provide a more secure result, the input key contains a DNA chain and is equipped 
with complementary rules, and is converted into a hexadecimal number using a DNA coding table. Experimental 

results and values of NPCR and UACI show that the scheme achieves good encryption and decryption results. 
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1. INTRODUCTION 

Technology is developing very rapidly in the era of globalization. Huge amounts of data and 

information from all industries have been digitized and stored in various cloud storage. The data is not only 

stored as text data but also in the form of audio and visual data. All of this data and information can be reached 

and accessed by the public so that it has positive and negative impacts [1]. Some data with personal 

information may not be consumed by the public because the data has its own level of confidentiality. The 

authorized party must provide data security guarantees, and only the owner can access the data [2] . Data 

security has become the focus of research by scientists in the field of technology and information in this 

modern era. Therefore, a technique called encryption and decryption to secure data and information has 

emerged to communicate privately and maintain data confidentiality in the field of cryptography [3] [4].  

In the medical scope, digitization makes it easier to store and transmit medical data. The transition 

from film-based imaging to digital imaging simplifies the data acquisition system [5]. With the development 

of digital imaging, paper-based medical record systems have changed to computer-based medical record 

systems. The computer-based medical record system stores data in a database to facilitate access to medical 

data from various parties. However, computer-based medical images also have a high risk because of the 

possibility that people abroad will access digital images more widely [6]. Sensitive medical images allow 

them to be accessed instantly by anyone over an unsafe network. Dissemination of digital medical images 

and bad management of patient medical records can also leak patient data. Therefore, medical images require 

encryption techniques to protect the confidentiality and integrity of patient medical records through 

communication networks [7]. 

According to algorithms that have been proposed for X-Ray images encryption [8], such as Elliptical 

Curve Cryptography (EEC), the decrypted images are not the same as the original image. Medical images are 

also encrypted using circular bit shift operations with the modulo principle [9]. This small shift key 

combination has an effect on the cipher image which still looks the same as the plain image and the level of 

image randomness is also very low. Dealing with this medical image, pixel arrangement, and random 

permutation methods were used to encrypt medical images at a high-security level [10]. Modern cryptography 

such as DNA encoding was used to produce like-randomly medical images with high-security levels [11] 

[12]. The goal of many previous methods was to ensure image information protection. 

In this study, we will utilize DNA encoding and modification circular shift to encrypt medical images. 

The encryption process is done at the image block level. The image will be shuffled using a random DNA 

chain key and the modification circular shift. The DNA chain key is also secured by DNA complement rules 

and converted to a hexadecimal number so that it is not easy to use. The combination of DNA encoding 

techniques and circular shift is expected to create a new cryptographic algorithm and has a good level of 

security, because there has been no previous research that discusses medical image security, but discusses 

medical image compression. 

 

 

2. RESEARCH METHODS 

2.1 DNA Cryptography 

Deoxyribonucleic acid (DNA) is formed using four basic nucleic acids, namely, adenine (A), cytosine 

(C), guanine (G), and thymine (T). The pairs (A, T) and (C, G) complement each other. These alphabets can 

easily be substituted for binary values (A-00, C-01, G-10, T-11). The number of possible encodings with this 

rule is 4! = 24. However, only eight combinations are suitable for the DNA complement principle. Just as the 

binary numbers "0" and "1" complement each other, "00" and "11" and "01" and "10" also complement each 

other[13]. 

Table 1. DNA Encoding Rules  

Binary 1 2 3 4 5 6 7 8 

00 A A C C G G T T 

01 C G A T A T C G 

10 G C T A T A G C 

11 T T G G C C A A 
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2.2 Modified Circular Shift 

The circular shift is one kind of special shifting based on cyclic permutation. The circular shift is the 

process of changing values sequentially by shifting the last element or entry to the earliest entry and the rest 

shifting in order. This circular shift can be done in the reverse direction by shifting the earliest entry to the 

last entry and so on. If the number of entries (n) in the list and the entries in it are not patterned, then there 

will be n circular arrays. For example, if there are four entries such as abcd, then the circular shift will have 

four possibilities like bcda, cdab, dabc, and abcd itself. The basic circular shift is usually used in row vector 

entries. This method will be modified and used in the matrix form of image pixels. While the basic circular 

shifts the entries left and right, the modified circular shifts the entries both clockwise and counterclockwise  

consecutively. 

Figure 1. Modified Circular Shift 

Generally, for the 𝑵 × 𝑴 matrix, it will be done with iterations as follows. If 𝑵 ≤ 𝑴, then the number 

of iterations is 
𝑵

𝟐
, otherwise, the number of iterations is 

𝑴

𝟐
. Each iteration will arrange the matrix entries as 

follows. 

 
Table 2. Matrix Arrangement into Row Vector  

Iteration  Row vector  

1 
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The shift key is an integer. If the key is positive, then the shift will be made to the right, or in the 

modified method, it will be shifted clockwise. Conversely, if the key is negative, the shift will be made to the 

left, or counterclockwise. For even iterations, the shift is done clockwise, while for odd iterations, the shift is 

done counterclockwise. 

 

2.3 DNA Encoding with Modified Circular Shift 

The proposed encryption and decryption algorithms will use three keys. For the encryption process, 

the first key (temporal) is given by the user, consisting of 4 digits containing one of the permutations of the 

four basic nucleic acids to name the variable for image block parts. Then, this key will be inserted into the 

DNA chain that is generated randomly with the number of iterations 
𝟏

𝟒
 times the sum of image blocks. This 

key is named the "final first key" and is used in the decryption process later. The second key is the DNA 

encoding key, and the third is the shifting key for modification circular shift. 

The image blocks are divided into four parts. If the size of image blocks 𝒓 × 𝒄, the first part contains 

image blocks from row blocks 1 to 
𝒓

𝟐
 and columns 1 to 

𝒄

𝟐
. The second part contains image blocks from row 
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blocks 1 to 
𝒓

𝟐
 and columns 

𝒄

𝟐
+ 𝟏 to c. The third part contains image blocks from row blocks 

𝒓

𝟐
+ 𝟏 to r and 

columns 1 to 
𝒄

𝟐
. The fourth part contains image blocks from row blocks 

𝒓

𝟐
+ 𝟏to r and columns 

𝒄

𝟐
+ 𝟏 to c. 

Each part is assigned to a variable with a variable name according to the key digits of 1(temporal). 

 

 
Figure 2. Block Diagram of Encryption Process 

The decryption process is done as follows. 

 
Figure 3. Block Diagram of Decryption Process 
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The algorithm can be demonstrated using given 𝟒 × 𝟒 pixels matrix representation of image. This pixels will be blocked 

into 𝟐 × 𝟒 blocks. 

11 201 10 2 

7 13 21 255 

129 97 65 93 

76 51 44 38 

The first key (temporal) is generated randomly, such as ‘AGTC’. Then, these blocks are divided into four variables as 

the first key. It is simply illustrated by giving colored blocks. The red blocks are part A, the blue ones are part G, the 

green ones are part T, and the last ones are part C. 

11 201 10 2 

7 13 21 255 

129 97 65 93 

76 51 44 38 

The DNA chain is needed to shuffle or encrypt the image blocks, so it is generated randomly once from one of the four 

basic nucleic acids permutations, such as ‘TACG’. The first key is inserted into this DNA chain and it becomes 

‘AGTCTACG’. The shuffled blocks are given below. 

11 10 129 65 

7 21 76 44 

97 201 93 2 

51 13 38 255 

After the shuffling block process is done, the image pixels are shuffled again using modification circular shift. Let the 

shifting key be 5 (key 3). The image will be shown as follows. 

2 255 38 13 

44 93 201 51 

65 76 21 97 

129 10 11 7 

While the encryption process for the image has been completed, the key is secured using the DNA complement 

method and DNA encoding. Recall the DNA chain ‘AGTCTACG’, it is complemented and becomes ‘TCAGATGC’. 

Then the complemented DNA chain is converted to a binary number using DNA encoding table key (key 2) with value 

7, it becomes 0001111011001001. The last one, this binary number, is converted to a hexadecimal number as 1EC9. 

The decryption is processed by returning the pixel position by using the modification circular shift. 

The key shift is the negative number of key 3, so it will process the modification circular shift in the opposite 

way. The result is shown as follows. 

11 10 129 65 

7 21 76 44 

97 201 93 2 

51 13 38 255 
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Then, the next process is image blocking for the image pixels. The number of row and column blocks 

is inputted as the encryption process rows and column blocks. The first key in the encryption process must 

be converted to a DNA chain before continuing to the next process. Recall that the first key is 1EC9. Then, 

this key is converted to a binary number as 0001111011001001. Then, this binary number is converted to a 

DNA chain using a DNA encoding table whose key 2 value is 7. It becomes ‘TCAGATGC’, then using 

complementary rule the DNA chain becomes ‘AGTCTACG’. 

11 10 129 65 

7 21 76 44 

97 201 93 2 

51 13 38 255 

These blocks are assigned to variables as parts A, C, G, and T using the DNA chain, and we get the decrypted 

image after combining every part in order as the first four digits of the DNA chain. The image result is as 

below. 

11 201 10 2 

7 13 21 255 

129 97 65 93 

76 51 44 38 

 

2.4 NPCR and UACI Analysis 

The encrypted image must be checked to ensure that it is different from the plain image. One of the 

commonly calculated values for such difference is the Number of Pixel Change Rate (NPCR) and Unified 

Average Changing Intensity (UACI) value [14]. UACI and NPCR value analysis were used to examine the 

effect of a pixel change on the entire encrypted image. If an encrypted image is given and the plain image 

has the one-pixel difference, it is denoted by C_1 and C_2. The pixel value at (i,j) pixel in C_1 and C_2 are 

denoted C_1 (i,j) and C_2 (i,j), respectively. The value of D(i,j) is determined by Equation 2.1 

𝐷(𝑖, 𝑗) = {
0, 𝐶1(𝑖, 𝑗) = 𝐶2(𝑖, 𝑗)

1, 𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
 (2.1) 

Here is the formulas of NPCR and UACI. 

NPCR =
∑ 𝐷(𝑖, 𝑗)𝑖,𝑗

𝑇
× 100% (2.2) 

UACI =
∑ |𝐶1(𝑖, 𝑗) − 𝐶2(𝑖, 𝑗)|𝑖,𝑗

255 × 𝑇
× 100% (2.3) 

with 𝑻 is the sum of image pixels. 

 

 

3. RESULTS AND DISCUSSION 

The data used in this study are medical images sourced from the literature [15]. The book contains 

many medical images with descriptions of the diagnosed patient’s diseases. The following are some medical 

images that are used as material in this study. 
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(a) (b) (c) (d) 

 
 

 

 

(e) (f) (g) (h) 

 
 

 

 

(i) (j) (k) (l) 
Figure 3. Plain Images (a-d), Encrypted Images (e-h), Decrypted Images (i-l) 

Based on the encryption algorithm, the image blocks will be divided into four equal parts. This means that the number 

of image blocks and column blocks must be 2n so that the encryption algorithm can run properly. Whether the sum of 

row blocks or column blocks is 2n+1, the algorithm will not execute, because the column blocks or row blocks cannot 

be divided by two. Figure 3 shows plain images and encrypted images consecutively. The plain images cannot be seen 

in the encrypted images by visual inspection. It does not have a similarity between the plain images and the encrypted 

images. While the plain images and the encrypted images look different, the decrypted images are identical to the plain 

images. Then, using NPCR and UACI, these images will be analyzed further. Table 3 shows the values of NPCR and 

UACI between plain images and encrypted images and between plain images and decrypted images. 

 
Table 3. NPCR and UACI values 

Image 1 Image 2 NPCR UACI 

Brain MRI (plain image) Brain MRI (encrypted image) 99.1738% 10.1909% 

Renal US (plain image) Renal US (encrypted image) 98.9084% 13.0961% 

Kidney CT (plain image) Kidney CT (encrypted image) 99.2111% 11.4732% 

Chest X-Ray (plain image) Chest X-Ray (encrypted image) 99.2824% 8.4956% 

Brain MRI (plain image) Brain MRI (decrypted image) 0 % 0 % 

Renal US (plain image) Renal US (decrypted image) 0 % 0 % 

Kidney CT (plain image) Kidney CT (decrypted image) 0 % 0 % 

Chest X-Ray (plain image) Chest X-Ray (decrypted image) 0 % 0 % 

 

According to Table 3, the NPCR values between the plain images and the encrypted images are close 

to 100%. For example, the brain MRI image has an NPCR value of 99.1738%. This number means 99.1738% 

of image pixels that changed and do not have the same value because the algorithm scrambled the pixel 

position of the plain images. The brain MRI image also has a UACI value of 10.1909%. This number means 
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10.1909% of pixels have changed intensity values at each intensity level. This low number of UACI values 

happens because the encryption process only changes the position of the pixel, not its value. The UACI value 

represents how much the pixel intensity differences. The next reason is that the images that were used in this 

case are grayscale images. There is only a small variation in the intensity of the sample images, so it does 

affect the low UACI value. 

The value of NPCR and UACI between the plain images and the encrypted images is 0%. It represents 

that both of those pixels are identically similar. There is not even a one-pixel difference in the decrypted 

images. It implies that this algorithm is still worthy and acceptable. One-pixel change may be sensitive to the 

medical image interpretation and it can be assumed as another diagnoses. 

 

 
4. CONCLUSION 

The proposed encryption and decryption method using DNA encoding rules and modification circular 

shift can be implemented well. This is indicated by the information from each encrypted image that cannot 

be seen visually. The encrypted image can also be decrypted or returned to the original image without losing 

any information. Based on the results of NPCR and UACI calculations, when comparing the plain image and 

the encrypted image, the image security algorithm using DNA encoding rules and modification circular shift 

shows a high NPCR value, although the UACI value is still quite low because the pixel intensity variations 

of the medical images do not vary. When comparing the original image and the decrypted image, the NPCR 

and UACI values are zero, which indicates that the cryptographic algorithm used is good because it is able to 

obtain a decrypted image that is identical to the original image. 
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